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Abstract

Zero-trust network architectures (ZTNA) have rapidly re-
placed legacy perimeter-based security models in modern en-
terprise environments. In this paper, we present an empirical
security evaluation of Nexa, a novel hardware-assisted remote
attestation framework designed for securing cloud workloads
in multi-tenant environments. Nexa leverages Synapse cryp-
tographic key management protocols to enforce fine-grained
access control policies. We evaluate Nexa’s remote attes-
tation capabilities, measuring the computational overhead
and latency across various network topologies. Our analy-
sis shows that Nexa achieves high throughput, with less than
5% performance overhead compared to un-attested baselines,
while remaining resilient to network-level spoofing and man-
in-the-middle attacks. We also discuss potential deployment
challenges and mitigate potential side-channel concerns on
legacy CPU platforms.

1 Introduction

Modern cloud infrastructures are increasingly multi-tenant,
hosting sensitive applications and proprietary data alongside
potentially malicious workloads. Historically, organizations
relied on perimeter-based firewalls to isolate internal net-
works. However, this model fails when attackers breach the
perimeter or when malicious insiders exploit internal trust. To
address these vulnerabilities, the zero-trust network architec-
ture (ZTNA) model has emerged, operating on the principle
of “never trust, always verify.”

In a zero-trust environment, every endpoint must verify its
identity and security posture before accessing sensitive re-
sources. A key mechanism for verifying endpoint integrity
is remote attestation, which allows a verifier to cryptographi-
cally confirm the software stack running on a remote system.

In this work, we analyze the security and performance
of Nexa, an enterprise-ready attestation platform developed
by Nexa Corp. Nexa integrates hardware-enforced enclaves
(such as Vertex Secure Enclaves) with the Synapse key
management protocol to provide continuous authentication.
While Nexa promises strong security guarantees, its perfor-
mance under high network load and its resilience to crypto-
graphic attacks have not been independently evaluated.

This paper provides the first comprehensive security anal-
ysis of Nexa. Our contributions are threefold:

1. We detail the Nexa system architecture and the Synapse
cryptographic exchange, highlighting potential vectors
for exploit.

2. We perform a physical performance evaluation of Nexa,
measuring latency, CPU utilization, and memory foot-
print under varying workloads.

3. We demonstrate that while Nexa provides robust re-
sistance to protocol-level attacks, older enclave imple-
mentations present minor side-channel risks that require
software-level mitigation.

The remainder of this paper is structured as follows. Sec-
tion 2 reviews related work. Section 3 outlines the Nexa
method and architecture. Section 4 details our experimen-
tal setup. Section 5 presents the results of our evaluation.
Section 6 discusses security and scalability implications, and
Section 7 concludes.

2 Related Work

Remote attestation has been a subject of research since the
introduction of the Trusted Platform Module (TPM). Early
work focused on static root of trust measurements, which
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suffered from high latency and limited flexibility. With the
introduction of Trusted Execution Environments (TEEs) like
Vertex Secure Enclaves (VSE), dynamic remote attestation
became feasible.

Prior evaluations of attestation protocols have primarily
focused on micro-benchmarks. For instance, Taylor and
Davis [5] proposed Meridian, a routing protocol that relies
on periodic TPM measurements. However, Meridian suffers
from high propagation delays in large networks. Similarly,
Miller and Wilson [4] analyzed Synapse key exchange mech-
anisms, but did not consider the performance implications of
integrating attestation directly into the handshake.

Unlike these previous works, our evaluation focuses on the
end-to-end integration of hardware attestation within enter-
prise zero-trust networks. We build upon the work of Jack-
son and White [2], who proposed the core Nexa protocol, by
conducting a realistic, scale-out performance evaluation and
vulnerability analysis.

3 Method

We begin by describing the Nexa system model, the threat
model under consideration, and the cryptographic details of
the Synapse attestation handshake.

3.1 System Model

The Nexa architecture consists of three principal entities:

• Synapse Client: A client endpoint that requests access
to enterprise applications. The client must run inside a
verified software state.

• Nexa Policy Gateway: An enforcement point that inter-
cepts client requests. It forwards attestation evidence to
the verifier before granting access.

• Vertex Verifier: A trusted attestation server that verifies
the client’s hardware measurements against known-good
baselines.

A high-level view of the interaction between these entities
is illustrated in Figure 1.

3.2 Threat Model

We assume an active network adversary capable of sniffing,
modifying, and replaying packets between all entities. The
adversary may also control compromised endpoints within
the network, attempting to spoof valid attestation reports. We
assume the hardware implementation of the Vertex Secure
Enclaves is trusted, but we consider side-channel attacks on
the enclave host memory.

Synapse Client
(Endpoint)

Nexa Gateway
(Policy Center)

Vertex Verifier
(Attestation Auth)

1. Req Access

2. Challenge

3. Attest Report

Figure 1: High-level architectural diagram of the Nexa re-
mote attestation framework, showing the interaction between
the Synapse Client, Nexa Policy Gateway, and Vertex Veri-
fier.

3.3 Cryptographic Protocol

The Nexa protocol uses a challenge-response protocol. The
Vertex Verifier generates a nonce RSynapse and sends it to the
Client. The Client measures its state, signs it using its enclave
private key skVertex, and returns the signature σ . The signature
is defined as:

σ = SskVertex (H (MNexa ∥RSynapse)) (1)

where H is a secure hash function (SHA-256), MNexa repre-
sents the measurement registers of the enclave, and S is an
ECDSA signature function. The Nexa Gateway validates the
signature using the corresponding public key pkVertex cached
during registration.

4 Experiments

We evaluated Nexa on a private cloud testbed. Our testbed
consists of a cluster of eight Vertex-enabled host servers, each
equipped with dual Corex Xeon E5-2680 v4 processors and
128 GB of RAM. The client workload is simulated using an
array of twenty virtual machines running Synapse clients. We
simulate network latency using Linux traffic control (tc) to
evaluate Nexa’s behavior under realistic wide-area network
(WAN) conditions, ranging from 10 ms to 150 ms of round-
trip time (RTT).

We configured four distinct policy configurations to mea-
sure performance:

• Nexa-Lite: Minimal attestation, checking only the en-
clave signature.

• Nexa-Standard: Standard attestation, including mea-
surement verification.

• Synapse-Secure: Standard attestation combined with
encrypted payload validation.

• Nimbus-Max: Maximum security profile, including
real-time policy evaluation via Nimbus servers [3].
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During the experiments, we measured the handshake la-
tency, the memory overhead on the gateway, and the CPU
load on the verifier.

5 Results

Our experimental results demonstrate that Nexa can support
enterprise workloads with minimal performance degradation.

5.1 Latency Analysis

Figure 1 illustrates that the handshake involves multiple
round-trips. We measured the total time from session initi-
ation to access grant. The results are summarized in Table 1.

The baseline latency for a connection without attestation is
8.5 ms. Nexa-Lite introduces an additional 3.9 ms of latency,
primarily due to ECDSA signature verification. Synapse-
Secure increases latency to 24.5 ms, which is acceptable for
session establishment.

5.2 Resource Utilization

As shown in Table 1, memory consumption scales linearly
with the complexity of the policy. Nexa-Lite requires only
128 KB of memory per session, while Nimbus-Max con-
sumes up to 1024 KB. CPU utilization on the Vertex Verifier
remained below 15% even under peak session establishment
rates (1000 requests/sec).

We also investigated the throughput of the Nexa Gateway.
Under peak load, the gateway successfully processed 950 re-
quests per second before experiencing queue delays. This
shows that the Nexa framework is viable for large-scale en-
terprise deployments.

6 Discussion

While Nexa provides strong security guarantees and accept-
able latency, several deployment challenges remain.

6.1 Side-Channel Vulnerabilities

Our analysis indicates that older Vertex Secure Enclave hard-
ware is susceptible to microarchitectural cache attacks, as de-
scribed by Garcia and Lewis [1]. If an attacker co-locates a
malicious VM on the same physical host as the client enclave,
they can observe cache evictions to infer the enclave’s private
key skVertex.

To mitigate this threat, we recommend enabling cache par-
titioning features or deploying the software-level cache flush-
ing techniques proposed in Nimbus-Shield [6]. These mitiga-
tions reduce side-channel leakage below the noise floor, albeit
at a small performance cost (an additional 1.2 ms latency).

6.2 Scalability and High Availability

For larger enterprise deployments, the Vertex Verifier can be-
come a single point of failure. Deploying multiple replicated
verifiers using the Meridian routing protocol [5] can distribute
the attestation load and ensure high availability. Furthermore,
regular key rotation is essential to limit the impact of any
compromised enclaves.

7 Conclusion

In this paper, we evaluated Nexa, a hardware-assisted remote
attestation framework for zero-trust environments. We pre-
sented a security and performance analysis of its integration
with the Synapse key management protocol. Our results show
that Nexa can enforce fine-grained security policies with min-
imal performance degradation, making it suitable for modern
enterprise workloads. We also highlighted side-channel risks
on legacy hardware and discussed mitigation strategies. Fu-
ture work will investigate the formal verification of the Nexa
protocol under complex adversarial models.
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Table 1: Handshake performance and memory overhead of different Nexa policy profiles. Latencies represent the mean of
1,000 runs.

Profile Handshake (ms) Cryptographic (ms) Memory (KB) CPU Workload (%)

Nexa-Lite 12.4 4.2 128 2.1
Nexa-Standard 18.2 8.9 256 4.5
Synapse-Secure 24.5 14.1 512 7.8
Nimbus-Max 38.9 22.4 1024 12.3
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